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WhatsApp compressed video source camera identification based on
photo response nonuniformity
CHEN Yihui, TIAN Nili, PAN Qing, SU Kaiqing

(School of Information Engineering, Guangdong University of Technology, Guangzhou 510006, China)
Abstract: Photo response nonuniformity (PRNU) noise is a unique noise introduced to optical imaging sensors
during imaging and can be effectively applied to the source camera identification of compressed video. Due to
the problem that existing algorithms do not produce significant effect on extracting PRNU of compressed
video, an improved algorithm to extract PRNU was proposed. Firstly, the loop filter of video codec was
removed, and the video frame was decomposed by double density-dual tree-complex wavelet transform. Then,
the high frequency subband was estimated by bivariate shrinkage algorithm based on Bayesian threshold
estimation, and the adaptive window Wiener filter was used for secondary estimation. Finally, after the noise
residuals were obtained, they were aggregated by the maximum likelihood estimation method based on
quantization parameter weighting, and the PRNU was estimated with video frames. Experiments on the
VISION dataset show that the accuracy of the proposed PRNU extraction method in WhatsApp compressed
video recognition is improved to 75% at 20 s.
Key words: photo response nonuniformity; source camera identification; compressed video; double density-

dual tree-complex wavelet transform; bivariate shrinkage
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Fig. 1 Flow chart of algorithm
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Table 1 Smartphones models from VISION dataset

S L
D01 Galaxy S III Mini GT-I8190N
D07 Lenovo P70-A

D08 Galaxy Tab 3 GT-P5210
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D13 iPad 2
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D26 Galaxy S III Mini GT-I8190
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